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Abstract - The Internet of Things (IoT) has rapidly 
transformed several industries, including transportation, smart 
homes, healthcare, and industrial automation. However, with 
the increasing reliance on the inter-relatedness of IoT devices, 
we face significant security threats, such as Man-in-the-Middle 
(MitM) attacks and Distributed Denial-of-Service (DDoS) 
attacks. MitM attacks allow attackers to listen to and 
manipulate communication between the device, leading to data 
exposure and unauthorized access, while DDoS attacks 
consume network resources, reducing device life expectancy 
and increasing energy usage. This research proposes a security 
framework to mitigate MitM and DDoS attacks in IoT and 
wireless sensor networks (WSNs). This framework utilizes 
strong encryption solutions, mutual authentication protocols, 
and block chain-based trust management to support security 
while lowering computational overhead. The proposed 
framework prevents unauthorized access through 
lightweight ciphering approaches appropriate for resource-
limited IoT devices, while block chain technology utilizes a 
decentralized, tamper-proof ledger for device authentication 
based on communication logs. Proposed research identifies and 
discusses important security and privacy challenges: link 
ability, unauthorized communication, and side-channel attacks. 

Keywords - IoT, Deep learning, Optimization, DDoS-Attack, 
Energy Consumption 

Introduction: 

The Internet of Things (IoT) brings together numerous In order 
to process and exchange information, services, individuals, 
networked entities, and physical infrastructure. IoT systems are 
dynamically dispersed and rely on information distribution and 
edge-based computing resources. Wireless Data transfer from 
IoT devices to centralized models via communication across 
IoT devices Automotive sensors, environmental monitors, 
industrial robots, security devices, medical equipment, and 
smart home sensors are just a few of the items that these 
systems allow to seamlessly communicate information. An 
astounding 27 billion IoT devices were in use by 2017. [1]. 
Because IoT devices use a variety of technologies, services, and 
communication protocols, managing these systems is becoming 
more and more difficult. The IoT environment may become 
vulnerable as a result of this complexity. Sensitive data may be 

compromised by cyberattacks. including human actions, 
without their awareness, or even resetting devices to 
unsafe configurations. Through the use of botnets—
malicious networks of hacked smart devices—such assaults 
have the ability to undermine the security of IoT networks as 
well as the entire ecosystem, which includes servers, apps, 
websites, and social networks. IoT systems' components or 
communication routes may also be interfered with, 
immobilizing the network as a whole. Standard attack detection 
frameworks that can analyze attack behaviors in IoT networks 
are therefore desperately needed. By integrating classification 
and feature extraction into a single model, it is documented that 
deep learning (DL) has enhanced the representational power of 
traditional machine learning (ML) techniques and solved many 
of their shortcomings. Additionally, DL models do away with 
the necessity of human feature selection, which is a laborious 
process in conventional classification systems. DL tools have 
been used by numerous researchers to address communication-
related issues in IoT devices. For example, Deep Belief 
Networks (DBN) have been used in Automatic Modulation 
Categorization (AMC) systems; however, because of their 
limited categorization capabilities, they frequently yield subpar 
results. [2] Moreover, signal modulation systems with lower 
processing needs are found using unsorted deep neural 
networks (DNN), even if convolutional procedures are still 
difficult to extract high-dimensional features from. [3] 
 

Problem Statement 

1. Substantial self-configuration of nodes allows them to 
dynamically enter or exit the network, leaving both 
wireless sensor networks and the networks to which they 
connect vulnerable to intrusion from malicious actors. 

2. These malicious actors tend to capitalize on 
vulnerabilities to launch attacks against the network, most 
frequently distributed denial of service (DDoS) attacks. 

3. DDoS attacks are easy to detect but difficult to stop, 
primarily due to the dynamic behavior of nodes. 

4. However, as these devices expand at a rapid pace, 
cybersecurity threats have also increased, where IoT 
networks are susceptible to DDoS and botnet attacks that 
intrude through hacked communications [4], resulting in 
interruptions to access and privacy violations. 

5. Current security frameworks are ill-equipped to identify 
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and mitigate initial and advanced threats on IoT systems 
in real-time, which puts IoT systems continually at risk. 

 

Objective 

This research paper aims to develop an IoT-based approach 
for detecting and preventing fake access point (AP) attacks in 
Wi-Fi networks. By leveraging Single Board Computers 
(SBC) and wireless antennas with "Soft AP" features, the 
study focuses on enhancing network security through air 
scanning techniques. [25] The proposed method ensures 
unauthorized APs are identified and mitigated by assigning 
their MAC addresses to an unauthorized Virtual Local Area 
Network (vLAN), preventing potential threats. A key 
objective of this study is to offer a cost-effective and scalable 
security solution that seamlessly integrates into existing 
network infrastructures. This eliminates the need for major 
modifications while providing an efficient alternative to 
conventional security mechanisms. Furthermore, automation 
of intrusion detection and response is prioritized, ensuring 
network administrators receive timely alerts and notifications 
when fake APs are detected. Future advancements include 
exploring sophisticated detection techniques, such as SSID 
security setting analysis and traceroute-based identification 
methods. Additionally, a user-friendly software interface will 
be developed to support administrators in managing and 
mitigating fake AP threats efficiently. This research ultimately 
contributes to strengthening wireless network security by 
delivering a practical, automated, and effective defense 
mechanism against fake AP attacks. 

Literature Review 

Denial of Service (DDoS) attacks are one of the most serious 
threats WSNs have to deal with, as it greatly affect the 
performance of the network. To keep WSNs secure and 
effective, researchers have explored several strategies for 
identifying and averting such attacks. Dr. Krishan Kumar 
Saluji, Taranpreet Kaur, and colleagues (2016) explored 
security challenges in WSNs with emphasis on DDoS attacks. It 
found serious threats that could disrupt the networking 
capability, such as wormhole, black hole, and flooding attacks. 
Their survey of the existing techniques identified energy 
consumption and high false alarm rates as issues in developing 
better detection systems. Shital Patil and Sangita Chaudhari et 
al. (2016) reviewed various applications of WSNs and how they 
are prone to security threats, but primarily denial-of-service 
attacks. They presented an upgraded Co-FAIS immunity 
solution based on fuzzy logic to provide protection against 
DDoS attacks. 

Investigating the susceptibility of WSNs to attacks like 
DDoS, sinkhole, and blackhole due to their unsecured nature 
was conducted by Raksha Upadhyaya, Uma Rathore Bhatta, et 

al. (2016). The authors introduced a scheme that utilized 
Dynamic Source Routing (DSR) with an energy-based 
detection scheme to detect compromised nodes and remove 
them from the network. A shutdown scheme was proposed to 
eliminate compromised nodes and provide alternate paths for 
data transmission. The proposed scheme was validated using 
the Qualnet 5.2 simulator, showcasing improved resilience in 
the WSN. Chunnu Lal (2017) recognized an attribute of WSNs 
that made them susceptible to DoS attacks because of limited 
resources. The research highlighted the significance of energy-
efficient security protocols when reviewing various detection 
systems. The author introduced an IDS that combines an 
intrusion prevention system (IPS) with a routing protocol to 
identify compromised nodes and prevent them from forwarding 
packets. The simulation conducted using NS 2.35 provided 
favorable results against DDoS attacks when combining the IPS 
with the routing protocol. The rapid advancement of the 
Internet of Things (IoT) has raised concerns about security 
challenges that necessitate threat detection mechanisms. Several 
models and methods have been proposed to enhance security, 
increase detection efficiency, and assure resilience for IoT 
environments. This section surveyed well-studied attack 
detection strategies, emphasizing both their advantages and 
associated challenges. Li et al. [34] proposed the Mapping 
UML model, which demonstrated higher accuracy, fault 
tolerance, and detection efficiency. Marcos et al. [36] expanded 
on this with a Convolutional Neural Network (CNN)-based 
model that displayed higher accuracy, an enhanced precision 
rate, and a maximum recall rate. 

Methodologies Framework 

Wired Equivalent Privacy (WEP) is an encryption method 
developed primarily to secure wireless networks. Initially, 
WEP utilized 64-bit encryption and has since been upgraded 
to support 256-bit encryption standards. [6] Of these 
algorithms, the 128-bit encryption algorithm was the most 
widelyd [6]. 

 

Fig.1.WEP Authentication 
Then answers with a randomly generated challenge text (64 bit 
or 128 bit challenge, depending on the level of encryption). In 
2003, the new standard brought 
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Fig.2.Classes of the 802.11i standard 

The development of improved encryption mechanisms Wi-Fi 
Protected Access (WPA) and WPA2, which offer more 
advanced authentication and data protection, while still 
remaining backward compatible. WPA and WPA2 use stronger 
encryption algorithms, the Temporal Key Integrity Protocol 
(CCMP), respectively. These procedures were developed based 
on the Advanced Encryption Standard (AES) [6]. Figure 1 
presents the security classes outlined under IEEE 802.11i [7]. 

Option 1: 

Capturing the 4-way handshake: 

In the case of an attacking adversary, they typically will not 
engage a busy network until a user engages in authentication, at 
which point the attacker will attempt to seize the 4-way 
handshake. The4-way handshake is defined in the IEEE 802.11i 
standard, [8] which provides secure authentication to wireless 
networks for both PSK (pre-shared key) and 802.1X 
authentication methods. 

 

Fig. 3. WPA/WPA2 4 way handshake 

 

The 4-way handshake occurs through four messages being sent 
between an AP (access point) and a client (supplicant). 

Message 1 - The AP generates a random number called an 
ANonce (Authenticator Nonce) and sends that random number 
to the client. 

Message 2: After receiving the ANonce, the client creates a 
random number known as SNonce (Supplicant Nonce). The 
Pairwise Transient Key (PTK) is created by the client from both 
nonces and the pre-shared key. The client sends the SNonce 
along with a Message Integrity Code (MIC) to the AP. 

Message 3: The AP can now generate the PTK since it knows 
the values used to generate it. The AP also generates a Group 
Temporal Key (GTK) in addition to the PTK; this GTK is used 
to encrypt broadcast and multicast traffic. 

Message 4: The last message that the client sends back to the 
AP is an acknowledgment that the client received the GTK and 
that the PTK was installed successfully. The end of the 
authentication phase is complete. 

Option 2: 

Deauthentication Attack Framework 

A deauthentication attack represents a Layer 2 Denial-of-
Service (DoS) on the IEEE 802.11 wireless technology. [9] In 
this attack, the attacker sends fabricated deauthentication 
messages to prompt an ESSAN access client to unplug from a 
wireless access point (AP). 

Table 1. REVIEW ON TRADITIONAL ATTACK MODEL 
IN IOT: FEATURES AND CHALLAN 

 

MODEL OF INTRUSION DETECTION ON IOT 

IoT (Internet of Things) is a vital aspect of the current 
information age and a new base of information technologies. 
Located at the center of the IoT ecosystem is an IoT server, 
which is considered the functional core of the whole ecosystem. 
It is responsible for key functionality, such as processing 
terminal sensor data, aggregating data, and processing and 
returning that data. Security is a crucial component of today's 
networked digital landscape and is increasingly important as 
IoT technologies continue to develop. 
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Intrusion Detection Systems, or IDS, are essential IoT server 
protections. In Figure 1, you can see how significant IDS are to 
the IoT network protection. As IoT applications operate 
remotely, many IoT devices and servers are available over the 
public Internet, creating potential targets to cyber attackers. 
Attackers may exploit vulnerabilities to compromise these 
systems. 

To respond to these threats, intrusion detection systems (IDS) 
are essential in identifying and defending against malicious 
attacks. They protect end users and service providers from 
several dangerous variables associated with the Internet. 
Nevertheless, security measures in IoT applications remain 
immature, and there has not been a significant reduction in the 
attack surface. Thus, attackers can still compromise nodes on 
the network. 

Data collection 

To identify and mitigate rogue access point attacks, it is critical 
to first collect relevant data from network traffic. This includes 
monitoring the wireless network environment—not only 
identifying signals of suspicious behavior. During the data 
collection process, data such as MAC addresses, SSID 
broadcasts, signal strength, types of encryption, and frequency 
channels are all collected. While routinely monitoring, you can 
identify both legitimate and malicious access points for further, 

 

Fig. 4. Algorithm of the proposed method 

Using Lightweight Access Point Protocol (LWAPP) tunnels, 
which also allows for centralization, the Raspberry Pi device 
was deployed in the target area to observe Wi-Fi transmissions. 
The Raspberry Pi was installed in monitor mode to passively 
record all nearby wireless traffic. A Raspberry Pi 3 model was 
used with a 16 GB Class 10 Micro SD card preloaded with the 
Kali Linux operating system. An ODROID module was added 
to the Raspberry Pi 3 to allow wireless monitoring. [23], 

[24] With this module, the AirScan utility was used to scan 
and record surrounding Wi-Fi networks and their signals. The 
device had the requisite software tools set up and ready to use. 
After everything was deployed, the Raspberry Pi employed the 
method illustrated in Figure 8 to recognize any rogue behavior. 
In this case, rogue behavior refers to attackers who broadcast 
fake access points within the area being monitored. 

Step 1: To aid passive monitoring of the network, the 
ODROID module of the Raspberry Pi 3 was initiated into 
monitor mode by the following command below: WLAN0 
airmon-ng start The done follows: Iwconfig Figure 9 displays 
the output of this command, showing confirmation of the 
monitor mode. 

 

Fig. 5. Odroid module in monitor mode 

Step 2: In the second phase of the assessment, the command 
airodump-ng wlan0mon was executed, which activates the 
Airscan utility. The first test scenario consisted of emulating an 
access point with the BSSID 00:11:22:33:44:00 and SSID 
FU_TEST. This SSID was selected to represent a real and 
legitimate network that has the same name. The important 
distinction is that the imitated SSID was left open with no 
security settings, whereas the real FU_TEST network was 
secured with WPA2 encryption. To fake an access point for the 
attack simulation, the attacker edited the hostapd-mana.conf 
configuration file to advertise FU_TEST as the SSID and the 
BSSID as 00:11:22:33:44:00. 

The Raspberry Pi 3 identifies the unauthorized broadcast of a 
fake SSID based on the algorithm provided. The Raspberry Pi 
connects to the network backbone using SSH once the 
unauthorized VLAN is in the network infrastructure. 
Consequently, any users connecting to this fake SSID will not 
be able to access the internet and will be prohibited from 
communicating with people outside their local network. 
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Fig. 6. Result of the first test case 
 

Step 3: A more complex fake SSID was broadcast in the third 
step, with the same BSSID. This configuration was 
implemented in order to more closely mimic the original 
network and make it more challenging for users to be aware of 
the fake access point. As we can see in Figure 11, the Airscan 
began by typing the command airodump-ng wlan0mon, which 
acted as a watcher in the environment. Because the fake 
network appears authentic and protected; this type of attack is 
designed to covertly sniff user traffic without drawing attention 
to itself. In this attack scenario, an attacker decodes a fictitious 
access point by copying the actual FU_TEST network security 
protocols using the file called hostapd-mana.conf found in the 
mana-toolkit 

interface=wlan0, ssid=FU_TEST; channel=6; wpa=2; 

wpa_key_mgmt=WPA-EAP; wpa_pairwise=TKIP CCMP; 
wpa_passphrase=secure Password 

Fig. 7 Fake AP broadcast with identical security Standards 
as the original ssid 

Step 4: To create a nearly unnoticeable fake access point, the 
attacker cloned the complete configuration of the real access 
point, including SSID, security settings, and BSSID (MAC 
address). This makes it very challenging for users and devices 
to distinguish between the legitimate access network. The 
output of this scenario can be seen in Figure 12. 

Fig. 8. Fake AP attack with same bssid, SSID and security 
settings 

 

The Adopted Attack Detection Model in IoT 

To guarantee consistency and enhance model performance, the 
input data is first normalized. Both statistics and higher-order 
statistical characteristics are extracted from the data during the 
feature Statistics include metrics such as mean, median, 
standard deviation (SD), mode, harmonic mean Kurtosis, 
skewness, energy, entropy, mean frequency, and percentile 
values are examples of higher-order statistical properties. 

Fig. 2. Overall Framework of the Proposed Model. 

 

 

Data Process: 

Attack detection by Proposed Hybrid Deep Learning Model 

The proposed hybrid model runs both models in parallel with 
the extracted set of features. The final detection result is 
calculated by averaging the outputs of each model. 

Optimized CNN Model 

The extracted features (𝐹𝐸) will serve as input for a modified 
Convolutional Neural Network (CNN) Advantages of CNN 
include its power, trainability, and multiple layers (stages). 
CNNs treat data as multiple layer structures, where each layer 
has a level of flexibility and builds on inferred information 
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from input data in the previous layer, generating feature 
maps [feature maps are structured arrays organized in three 
dimensions representing learned patterns]. [44] 

The CNN I used in this model has three kinds of layers: 
Convolutional Layer  

Pooling Layer 

Fully Connected Layer Convolutional Layer 

This layer has a few convolutional kernels (filters) that scan the 
feature maps of the input to provide characteristics in space. 
Each kernel produces another feature map, which is defined as 
created with learnable hts.ts.weights.  , 𝑔, 𝑔 , 𝑥 𝑠 = 𝑊 𝑠 𝑙 𝑇 𝐿 𝑒 
, 𝑔 𝑠 + 𝐵 𝑠 𝑙 1)(1) H(e,g,x) = W(s,l),T = L e,g s + B s.The input 
patch at (𝑒,𝑔), denoted as 𝑊𝑿, 𝑊, and 𝑙, will have weight 𝑊 
and bias term mappings and not only linear erns.patterns. 𝐴 𝑒 , 
𝑔 , 𝑥 𝑠 = 𝐴 ( 𝐻 𝑒 , 𝑔 , 𝑥 𝑠 ) (2)A(e, g, x, s) = A(H)(2) 

Pooling Layer 

The pooling layer reduces the spatial dimensionality of feature 
maps, which helps the model run very efficiently while also 
reducing overfitting by arbitrarily discarding some activations. 
Common methods of pooling include max pooling (selecting 
the essentially the highest value only, to retain that, applied 
over a local neighborhood,..,. 

𝑃 𝑒 , 𝑔 , 𝑥 𝑠 = pool ( 𝐴 𝑒 , 𝑔 , 𝑥 𝑠 ) , ∀ ( 𝑐 ^ , 𝑟 ^ ) ∈ 𝐼 𝑒 , 𝑔 (3) P 
e,g,x s=pool(A e,g,x s), ∀ (c ^ , r ^ )∈I e,g 

Fully Connected Layer 

The feature maps will later "flatten" after the pooling operation 
and forwarded to fully connected layers. layers. The process 
whereby a neuron is connected to all of the activations from the 
previous layer, is accomplished here. This layer, following the 
last convolution transfers similar data to the output layer, 
generates the final classification result, denoted as CL CNN. 

Weight Optimization 

Later, the weights from the convolutional and fully 
connected layers will be optimized using the Self-Adaptive 
Enhanced Harris Hawk Optimization (SAEHO) algorithm, 
which adjusts the parameters for better learning and 
generalization. [45] 

Loss = 1 Number. 

∑𝑡=1Num 𝑃 ( 𝜍 ; 𝑈 ( 𝑡 ) , 𝑂𝑈𝑇 ( 𝑡 ) ) (4) Loss = number one. 

t = 1 ∑NumP(ς;U(t),OUT(t))(4)In this case, 𝑈 ( 𝑡 ) U(t) is 
the input at time 𝑡 t, 𝑂𝑈𝑇 ( 𝑡 ) OUT(t) 

Analysis 

The paper "Wireless Security in IoT: A New Approach to 
Man-in-the-Middle Attacks" gives an informative and deep 
analysis of security vulnerabilities in the Internet of Things 
(IoT) and Wireless Sensor Networks (WSNs), with an 
emphasis on addressing MitM and DDoS attacks.A multi-
layered security framework consisting of lightweight 
cryptography, blockchain-based authentication and intrusion 
detection methodology and approaches based on deep learning 
techniques were presented by the authors. The article provides 
theoretical and practical aspects using Raspberry Pi modules 
and ODROID modules for the purposes of rogue access 
point detection via air monitoring. These real-time detection 
methods can segregate an unauthorized or suspected MAC 
address into a non-permission VLAN and instigate action 
preventing a breach.[25] The authors present a hybrid deep 
learning model employing Convolutional Neural Networks 
(CNN) and Deep Belief Networks 

_(DBN), by way of a Self-Adaptive Enhanced Harris 
Hawk Optimization (SAEHO) algorithm to_ 

_optimize the CNN-DBN model.[44], [45] This approach 
demonstrates a significant improvement to smart city NVA due 
to the anomaly detection in the model. The article is developed 
on a significant literature review and presents widening scope 
in a layered approach that incorporates encryption protocols 
(WPA/WPA2), handshake authentication analysis and signal 
based rogue AP detection. 

Result Analysis 

1. DDoS Detection in Wireless Sensor Networks. This 
research looks at how to identify malicious nodes that perform 
Distributed Denial of Service (DDoS) attacks in a wireless 
network with constrained resources. Such attacks can use 
sensor nodes' limited energy resources, likely causing 
catastrophic system failures - especially in mission-critical 
contexts such as military applications or remote monitoring 
environments. 
 

Key benefits: 

Identifies and finds malicious nodes for better energy efficiency 
and network lifetime. Engages with a timely and important 
research area with real-world impacts. 

Strengths: 

Directly relates to practice in high vulnerability settings that 
demand resilience in the system. Sustains the operational 
capability of a system by protecting limited node resources. 

Limitations: 

 The method is unclear, creating concerns both scalability 
and clarity of implementation. 

 The dynamicity of WSNs with mobile nodes could hinder 
accurate detection of threats. 
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The second paper addressed a hybrid deep learning model that 
provides a model for detection of cyber risks in smart city IoT 
networks using Deep Belief Networks (DBNs) and 
Convolutional Neural Networks (CNNs) with the Self-
Adaptive Enhanced Harris Hawk Optimization (SAEHO) 
algorithm to fine-tune the parameters to increase detection 
accuracy. 

Key Contributions: 

 Provides real-time threat detection capability, which 
is vital to the safe operation of Smart Cities. 

 Provides location and time based processing of data 
patterns, which better supports anomaly detection. 

Strengths: 

 The hybrid model enhances feature extraction and 
achieves higher classification accuracy. Limitations: 

 Scalability is a concern given the number of IoT 
devices in urban areas. 

 Reliance on labeled datasets puts up limitations in the 
effectiveness against zero-day or novel attacks. 

 The heterogeneity of IoT device and protocols may 
adversely influence model generalizability in many 
different situations. 

Conclusion: 

As a result of their greater importance for modern digital 
infrastructure, wireless networks are potentially at an even 
greater risk of developing new types of cyber threats. The study 
discusses the need for better wireless network security against 
known security threats such as DDoS (Distributed Denial of 
Service) attacks, as well as rogue AP (Access Point) threats. 
Advanced deep learning algorithms may assist in the detection 
and possible prevention of cyberattacks to help enhance the 
security of required incidence response into an even greater 
defense system for networks. 

In summary, the first part of this research has provided a 
practical and efficient method for detecting and preventing fake 
Access Point (AP) attacks in Wi-Fi networks that are vulnerable 
as a result of poor configurations. By proposing an algorithm 
and pseudo-code, the method uses Raspberry Pi 3 and Odroid 
module style SBCs to effectively detect fake APs. The process 
will be enhanced further by creating a software application - 
one that is user-friendly - that can identify counterfeit APs, 
particularly those which replicate real security configurations 
and MAC addresses. This method can improve wireless 
security significantly by providing detection and reaction times 
in real-time. 

Wireless Sensor Networks (WSNs) are especially susceptible to 
various malicious actions due to their fluid and decentralized 
characteristics; Distributed Denial-of-Service (DDoS) attacks 
are a significant concern. These attacks can dramatically affect 

network performance. According to this study there is an urgent 
need for new methods to detect, mitigate, and diminish these 
threats, and future work will focus on augmenting the WSN's 
resilience to DDoS attacks to facilitate more secure and reliable 
network operations. 

This study describes a new hybrid deep learning model to boost 
the accuracy of cyberattack detection leveraging the benefits of 
Convolutional Neural Networks (CNN) and Deep Belief 
Networks (DBN), as well as an innovative algorithm, termed 
the SAEHO algorithm, which merges fundamental principles of 
the Social Optimization Algorithm (SOA) and Elephant 
Herding Optimization (EHO)Results from experiments 
demonstrate that this method significantly improves detection 
rates and accuracy for many cyber threats. Future work will 
focus on an exhaustive comparison with current models, and 
testing the robustness and effectiveness of the proposed system 
using a number of metrics. 

Future scope: 

Based on the outcomes of the three studies addressed, several 
primary trajectories for further future studies seem to enhance 
security in resource-constrained networks; specifically, 
Wireless Sensor Networks (WSNs) and IoT-enabled smart 
cities. These trajectories seek to augment detection capabilities, 
scalability, energy efficiency, and real-world applications of the 
security framework. 

1. Enhanced and Hybrid Detection Model 

Future work could examine ensemble strategies, which leverage 
a large number of classifiers to enhance accuracy, resilience, 
and generalization under various circumstances. These 
approaches can also assist in improving resilience against 
adversarial attacks by pooling the advantages of many 
algorithms while minimizing the chance of overfitting. [50], 
[51] 

2. Scalability of Detection Models 

The importance of scalable detection models increases when we 
consider the scale and complexity of IoT networks. Future 
research in intrusion detection should consider leveraging edge 
and fog computing concepts to decentralize intrusion detection. 
The advantage of this option is that it will eliminate the 
elimination. latency, reducing bottleneck for central servers, 
and enabling real-time threat detection for large, scalable IoT 
systems by off-loading processing to edge devices closer to the 
data sources. 

3. Real-Time and Dynamic Threat Detection 

Adaptive Models: IoT networks are highly dynamic, and 
devices are consistently connecting and disconnecting to the 
system. In order to be successful in tackling this dynamic nature 
of IoT, threat detection models have to be able to adapt to 
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changing topology or network structure. Continuous research 
could focus on building models that are a constant learning 
model, which can learn in real time, instead of having to be 
completely restrained from the beginning based on past data 
and recently evolving attacks. 

Context-Aware Detection Systems: Another feasible and 
workable option is to develop context-aware detection methods. 
Context-aware detection systems are able to detect with respect 
to context 

4. Enhanced data quality and reliability 
 

Synthetic Datasets and Data Augmentation: One of the most 
frustrating components of machine learning-enabled attack 
detection for IoT systems is the scarcity of labeled data for 
new/unknown attack types.[44], [48] Future work could involve 
creating alternative synthetic datasets (i.e a standby of 
conceptual models) and exploring data augmentation 
techniques to fabricate a range of possible IoT attack instances 
over small spaces. 
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