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Abstract - Many local civic problems, such as road
damage, water-supply disruptions, waste accumulation, and
street-light failures, require an organized process for
reporting and resolution. This paper presents Civic Issue
Reporter, a web-based application designed to manage civic
complaints through separate citizen, department, and
administrator workflows. Citizens can register, submit issues
with optional images and location details, and track their
reports. Department users can view issues associated with
their service categories and update their status, while
administrators oversee reported issues and department
accounts. The application is implemented using Node.js,
Express, EJS, and MongoDB through Mongoose. It also
includes optional Al-assisted issue screening through the
Gemini API, escalation-related fields, resolution-image
handling, and email notification utilities. The system design
incorporates issue data models, role-specific workflows, and
mechanisms for managing complaint progress. The
implementation was examined through static source-code
inspection; the application was not independently executed
for this manuscript. Therefore, no measured performance,
user-study outcomes, or completed test results are reported.
The prototype requires further functional testing, security
assessment, and input-validation improvements before
deployment.
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1. INTRODUCTION

Local authorities manage essential public services such as
road maintenance, sanitation, street lighting, and water
supply. Residents who report civic problems through
traditional channels may find it difficult to track complaint
progress, receive updates, or identify the department
responsible for resolving an issue. Digital complaint
management systems can help organize these reports and

improve communication between citizens and local
authorities.
However, managing civic complaints requires a

centralized system that can categorize issues, assign them
to relevant departments, track their status, and provide

administrators with an overview of reported problems.
Artificial intelligence can assist in preliminary complaint
screening, but such functionality requires appropriate
validation and oversight.

This paper presents Civic Issue Reporter, a web-based
application that enables citizens to submit civic

complaints, allows department users to manage issues
related to their service -categories, and provides
administrators with tools to oversee complaints and
department accounts.

2. LITERATURE SURVEY

2.1 E-Governance and Digital Civic Services
E-governance uses information and communication
technologies to improve the delivery of public services
and communication between citizens and government
authorities. Digital government initiatives provide online
channels for accessing services, submitting requests, and
obtaining information about administrative processes.
The United Nations [1] examines the development of
digital government across countries and highlights the
importance of accessible online services and citizen
engagement. However, digital service availability alone
does not guarantee that complaints will be resolved
efficiently. Civic Issue Reporter addresses this issue by
providing a structured platform through which citizens
can submit civic complaints and review their status.

2.2 Civic Complaint Management Systems

Civic complaint management systems provide a digital
channel for reporting public infrastructure problems,
sanitation issues, water-supply disruptions, and other
local service concerns. Such systems can organize
complaints, maintain records, and support
communication between residents and responsible
authorities. The Government of India’s CPGRAMS
initiative [2] provides an online mechanism for
submitting and tracking public grievances. However, a
general grievance platform and a locally organized civic
issue application may differ in their intended scope and
workflow. Civic Issue Reporter focuses on civic issues
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and provides separate interfaces for citizens, department
users, and administrators.

2.3 Web-Based Application and Role-Based
Access Control

Web-based applications support centralized data
management and provide access to services through
standard web browsers. Role-based access control
(RBAC), introduced by Sandhu et al. [3], provides a
framework for assigning permissions according to user
roles. This approach is relevant to systems in which
different users require different operations and
information. Civic Issue Reporter follows a role-oriented
workflow in which citizens submit and review
complaints, department users manage issues associated
with their

service categories, and administrators oversee complaints
and department accounts. However, effective access
control depends on server-side authorization and
appropriate validation of each operation.

2.4 Artificial Intelligence for Civic Issue Screening
Artificial intelligence can assist in classifying submitted
information, identifying relevant categories, and
supporting preliminary analysis of user reports. Large
language models (LLMs) can process natural-language
descriptions, but their outputs may contain incorrect
classifications or unsupported information. Ji et al. [4]
survey hallucination in natural language generation and
discuss the challenges associated with generated content.
These concerns are relevant when Al is used to screen
civic complaints, because incorrect categorization may
affect subsequent handling. Civic Issue Reporter includes
optional Al-assisted screening through the Gemini API,
although the accuracy and practical effectiveness of this
functionality have not been experimentally evaluated.

2.5 Complaint Tracking, Notifications, and System
Reliability

Complaint tracking and status notifications help users
understand the progress of submitted reports and provide
a record of changes made during complaint handling.
Email notifications can communicate status updates, while
escalation-related fields can support workflows for issues
requiring additional attention. OWASP [5] provides
guidance on input validation,  authentication,
authorization, and secure file handling for web
applications. These considerations are important for
systems that accept user information, upload images, and
manage multiple user roles. Civic Issue Reporter includes
issue-status management, email notification utilities,
optional image uploads, and resolution-image handling.
The implementation therefore requires functional testing,
security assessment, and validation before deployment in
a live civic environment.

2.6 Related Reporting and Crowdsourcing Systems

Several further studies and systems address the reporting
of urban issues by citizens, including crowdsourced
reporting, crowdsensing, and grievance platforms for
smart cities [6]-[15]. Broader work on mobile
crowdsourcing, participatory sensing, and citizen
participation in smart cities is reported in [16]-[20], and
further studies cover urban crowdsourcing platforms,
citizen  reporting  behavior, and crowdsourced
public-safety reports [21]-[23]. Civic Issue Reporter
combines role-based portals, department-category
filtering, image evidence, optional Al-assisted screening,
and notification utilities in one application; this
comparison rests on the stated scope of the cited works
and has not been validated by a feature-by-feature
evaluation.

3. RESEARCH GAP

The reviewed work treats e-governance, digital grievance
redressal, civic complaint management, and Al-assisted

issue screening as related but separate problems. The
United Nations [1] discusses digital government and
citizen-oriented  public  services, while India’s
CPGRAMS

[2] provides a platform for submitting and tracking
public grievances, but these initiatives do not necessarily
focus on  localized civic issues  through
department-specific workflows. Sandhu et al. [3]
describe role-based access control, which supports the
separation of responsibilities among different user
groups. Ji et al. [4] discuss the challenges of
hallucination in Al-generated content, and OWASP [5]
highlights security risks and validation requirements in
web applications. However, these works do not establish
the effectiveness of a single application that combines
civic complaint reporting, department-level management,
administrative oversight, and optional Al-assisted
screening.

The problem addressed in this project is therefore the
need for an integrated civic issue reporting and
management platform. Such a platform must allow
citizens to submit and track civic complaints, enable
department users to manage issues associated with their
service categories, provide administrators with tools to
oversee complaints and department accounts, and
support image uploads, status notifications, and
escalation-related information within one system. Civic
Issue Reporter brings these functions together in a
web-based application, with optional Al-assisted
screening through the Gemini API. The implementation
is documented through static source-code inspection, and
functional testing, security validation, and deployment
evaluation remain necessary before its reliability and
practical effectiveness can be established.

4. OBJECTIVES
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1. Citizen Registration and Issue Reporting:
Provide citizens with an online facility to
register, submit civic issues with optional
images and location details, and review their
submitted reports.

2. Civic Issue Categorization: Organize reported
issues into Road & Infrastructure, Water Supply,
Waste Management, and Street Lighting
categories for structured complaint
management.

3. Department-Level Issue Management: Provide
department users with a filtered view of issues
associated with their service categories and
allow them to update complaint statuses.

4. Administrative Oversight and Account
Management: Enable administrators to oversee
reported issues and manage department
accounts through a centralized interface.

5. Al-Assisted Issue Screening: Support optional
Al-assisted  screening and  department
suggestions through the Gemini API when the
external service is configured.

6. Status Notifications and  Resolution
Management:
Support email notifications for complaint status

changes when valid SMTP settings are supplied,
along  with  resolution-image handling and
escalation-related information.

5. METHODOLOGY

5.1 Development Approach

The application is organized as an Express application
with separate route modules for authentication, citizen
functions, department functions, and administrator
functions. EJS templates render the user interface, while
CSS and client-side JavaScript support presentation and
browser interactions. Mongoose schemas define the main
data entities stored in MongoDB. This structure separates
the main application responsibilities and supports the
management of civic complaints through different user
roles.

5.2 Citizen Registration and Issue Reporting

The registration route checks whether an email address
already exists and hashes new passwords using bcryptjs
with a cost parameter of 10. The login route compares
submitted passwords with stored hashes and records
session values used by citizen routes. Citizens can submit
civic issues with details such as the title, description,
category, optional images, and location information. They
can also review their submitted reports. These
observations are based on static source-code inspection;
successful runtime behavior was not independently tested
for this paper.

5.3 Department and Administrator Modules
Department users are associated with one of four service
categories: Road & Infrastructure, Water Supply, Waste
Management, and Street Lighting. The department
dashboard filters issues according to the logged-in
department and excludes issues carrying selected deletion,
spam, or duplicate flags. Department routes check
whether an issue belongs to the logged-in department
before processing status updates. Administrator routes
provide broader issue oversight and department-account
creation or deletion, together with status and
warning-related operations. These workflows are designed
to separate complaint-handling responsibilities according
to user roles.

5.4 AI-Assisted Issue Screening

The Al utility constructs a request using the issue title,
description, selected department, and a summary of
nearby reports. When an image is available, image data
may also be included in the request. The utility is
designed to return screening flags and a suggested
department through the Gemini API. Its behavior depends
on API configuration, network availability, model
responses, and fallback logic. Since the application was
not independently executed, no screening accuracy,
classification performance, or fake-report detection rate is
claimed.

5.5 Notifications and Configuration

The notification utility constructs status-specific email
messages using Nodemailer. Email delivery depends on
valid SMTP configuration, network availability, and an
operational mail service. The supplied configuration
contains placeholders for SMTP settings, so successful
notification delivery cannot be assumed. The application
also  includes  resolution-image  handling and
escalation-related fields for complaint management.
Deployment instructions, production hosting, and a
verified configuration were not supplied. Further
functional testing, security assessment, and configuration
validation are required before deployment.

6. SYSTEM DESIGN

6.1 System Architecture
Civic Issue Reporter has four main logical components,
shown in Fig. 1. A web interface built with EJS, CSS,
and client-side JavaScript provides separate workflows
for citizens, department users, and administrators. A
REST-style application layer built with Node.js and
Express handles authentication, issue submission,
department filtering, status updates, and administrative
operations. The backend and application layer includes
issue management, optional Al-assisted screening, image
handling, escalation-related fields, and email notification
utilities. MongoDB, accessed through Mongoose, stores
user accounts, department accounts, and civic issue
records. The Gemini API is used for Al-assisted
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screening when configured, while Nodemailer supports
status notifications when valid SMTP settings are
supplied. The architecture is inferred from static
source-code inspection and does not represent a verified
production deployment.

Web interface (EJS templates, CSS, client-side JavaSeript)
Citizen | Department user | Adminkstrator

‘
Application layer (Node.js and Express)
Authentication Citizen Department
TS oiaes TOIEES
Administrator berypljs, I't:ln:wmaiuu. Mulu-c.
o= (passwornds, sessions, image uploads) M
i
‘ ‘ i
e 0
1 Geemini AP {optional) 1 :
Data layes | Al-asslsied screeming h
MongoD'B via Mongoose e TR D el 1
Admin, Uses, Depanmentllser, | ===—===========-==-——1
Lssue models 1 Nodemailer | SMTP [conditional) H
: status e-mail motifications -

Safid boaes: componenits idevalified in the source codie.
Diashed boxes: external services mhat operale e when
it AP key o valid SMTP seltings are covfigeied.

Fig. 1. System architecture of Civic Issue Reporter.

6.2 Data Model

The database defines four principal models: Admin, User,
DepartmentUser, and Issue. User records store citizen
details, including name, email, phone, password field, and
creation time. DepartmentUser records store department
details, including name, email, password field, service
category, and creation time. Issue records associate a
report with a user and contain the title, description,
department, image path, latitude and longitude strings,
address, status, resolution-image path, escalation and
moderation flags, deletion metadata, and creation time.
The schema defines unique email fields for account
models where specified. Database indexing, retention
policies, and production data volumes were not assessed.

6.3 Request Flow

The request flow is summarized in Fig. 2. When a citizen
registers or logs in, the application checks account
information and uses beryptjs to hash or compare
passwords. When the citizen submits a civic issue, the
application processes the report details and optional image
and location fields. If AI screening is configured, the
screening utility sends the issue text, nearby-report
context, and optional image data to the Gemini API and
processes the returned screening flags and suggested
department.

Citizen reglsters or bogs in
[password herslverd | connyareed with bervpjs)
Sesslon created; cilizen poral apened
+
Citizen sulwmies issie; Titke, descripion,
Clgory, obosl image and locaticn
+
Application validates. and processes ihe sshenission
+
R e L L et
! Oiptional Al screening via Gemini AP1 i
i {flags and suggessed depariment ) i
N ornn ot o S e i e et o H
¥
Issue reoond stored in MongolH ‘
Dleparment user views |ssues for jis casegory
Al upcaies ihe Esue staius

el aitempied if SMTP is confi
isAralur anversees jsses sl depar

Fig. 2. Civic issue reporting and management workflow.

6.4 Reliability and Security

Passwords are hashed using beryptjs with a cost parameter
of 10. Session-based authentication maintains user login
state, and citizen, department, and administrator routes
provide separate access to application functions.
Department users can access issues associated with their
assigned service category, while administrators can
oversee all issues and manage department accounts.

Citizens can submit and review their own civic reports.
Issue submissions support optional image and location
details, and resolved issues require a resolution image.
Optional Al-assisted screening through the Gemini API
can identify potential fake or duplicate reports and
suggest a department when the service is configured.
Email notifications are attempted through Nodemailer
when valid SMTP settings are supplied. However,
comprehensive  authorization testing, request-rate
limiting, session security hardening, and production
configuration have not been independently verified.
Further security testing and validation are required
before deployment.

7. IMPLEMENTATION

Civic Issue Reporter is a web application built with
Node.js and Express. The front end uses EJS templates,
CSS, and client-side JavaScript to provide interfaces for
citizens, department users, and administrators. The
backend uses Express routes to handle authentication,
issue submission, department-specific filtering, status
updates, and administrative operations. MongoDB stores
application data through the Mongoose ODM, including
user accounts, department accounts, and civic issue
records. Passwords are hashed using bcryptjs, and
express-session supports session-based authentication.
Multer handles optional image uploads for issue reports
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and resolution evidence. The Al screening utility uses the
Google Generative Al SDK to identify potential fake or
duplicate reports and suggest a department when the
Gemini API is configured. Nodemailer constructs
status-specific email notifications when SMTP settings
are supplied. Issue records include category, status,
location information, image references, timestamps, and
screening or escalation-related fields. The application
relies on database queries and department-based filtering
to retrieve relevant complaints. However, no measured
response times, throughput, scalability results, or Al
classification accuracy are reported because the
application was not independently executed or
benchmarked for this study.

8. RESULTS

The Civic Issue Reporter system includes functionality
for citizen registration and authentication, civic issue
submission, department-specific complaint management,
administrator operations, Al-assisted issue screening,
status updates, and resolution management. These
functions were identified through static source-code
inspection; automated unit, route, and browser tests have
not been independently executed. The screenshots below
show the application interface and are presented in the
order in which a citizen uses it.

Fig. 3 shows the home page of the Smart City Tumakuru
website, which allows citizens to report civic issues,
track complaints, and helps authorities manage and
resolve them.

B e

Smart City Tumakuru

Fig. 3. Home page of the Smart City Tumakuru website.

Fig. 4 shows the citizen login page, which allows
registered users to log in using their email and password.
Citizens can then access their complaint history, submit
new issues, and track complaint updates.

Track chric reports from one
dashix

Fig. 4. Citizen login page.

Fig. 5 shows the citizen dashboard, which allows users to
report civic issues by entering details, uploading evidence,
adding location information, and submitting the
complaint.

[y TR —

Fig. 5. Citizen dashboard for reporting a new civic issue.

Fig. 6 shows the citizen submission records section, which
displays submitted complaints with their photos, issue
details, submission date, department, and current status.

1 i o i Y

ot b P e

Fig. 6. Citizen submission records.

9. DISCUSSION

The Civic Issue Reporter provides a centralized platform
for citizens to submit civic complaints, upload evidence,
track issue status, and help authorities manage
complaints through separate citizen, department, and
administrator portals. The Al-assisted screening feature
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can support issue checking and department suggestions,
while status updates help citizens follow complaint
progress.

The system has several limitations. Its effectiveness
depends on correct user input, database availability, and
external Al and email service configuration. Al
screening results may vary depending on model
responses and API availability. The application has not
been evaluated through large-scale testing or real-world
user studies, so no claims are made about faster
complaint resolution or improved citizen satisfaction.
Further work should include comprehensive functional
and security testing, stronger input validation, production
deployment configuration, and evaluation with citizens
and municipal departments.

10. CONCLUSION

This paper presented Civic Issue Reporter, a web
application that enables citizens to report civic issues,
upload evidence, and track complaint status, and that
helps authorities manage and resolve complaints. The
system provides separate portals for citizens, department
users, and administrators, along with Al-assisted issue
screening and status notifications. The application offers
a practical approach to digital civic complaint
management, but further functional testing and
real-world evaluation are required to assess its
effectiveness and reliability.

11. FUTURE WORK

Future work will focus on improving Civic Issue
Reporter ~ with  enhanced  Al-based complaint
classification, stronger security, and more reliable email
notifications. Further testing with citizens and municipal
departments will help evaluate the system’s usability,
reliability, and effectiveness in civic complaint
management.
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