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Abstract: Consumer are Concerns about Trust, Security,
and Privacy on Mobile Banking in Dhanbad District. With
the rapid growth in the use of mobile phones, mobile services
have influenced many industries, including banking. Mobile
banking has become a popular service in the lives of common
people as it provides a convenient medium for customers to
carry out banking transactions. So that not all customers feel
safe in carrying out financial transactions online. Trust has
become an important factor in the way customers use mobile
banking. As a comparative study, this research examines the
factors and bank customer characteristics that influence trust
in mobile banking among mobile banking customers not only
in the state of Jharkhand but across all corners of India. This
study found several important factors influencing trust and
use of mobile banking among consumers, and the results.
This study extends previous trust and mobile banking usage
research and provides practical implications for cross-cultural
strategies in mobile banking. It is a fact that mobile phones
and the Internet are the major drivers of e-banking in India.
In this context, respondents were also asked about the type of
mobile they are using and the availability of internet
connection at home. So most of the respondents have
smartphones. These can be used for banking services in
addition to other multimedia tasks. Information related to
both these variables has been used in the analysis to study the
usage pattern of e-banking services.
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Introduction:

Mobile banking has been recognized as an important
component of the electronic banking industry in maintaining
consumer trust in the way it is convenient. And due to the
uncertain nature of the online environment in Dhanbad, the
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factors influencing trust and its development differ from
traditional banking services. And extensive efforts to identify
the factors influencing trust have shown that security plays a
key role in its development. Each stage of the online banking
activities of mobile banking users is protected by one or more
security mechanisms. Subsequently, the analysis of the role
of these mechanisms in developing the user's perception of
security and the impact of this perception on trust provides a
way to study the role of security in the development of trust.
The purpose of this study is to identify the relationship that
exists between trust and security. On analyzing prior
research, the components of trust and security are identified,
and these form the basis for defining the nature of the
relationship between the two constructs. A model of this
relationship is hypothesized based on the theory and
empirical results obtained by the researchers. With security
existing as a perception for the user, this perception is
positively influenced by the presence of various security
mechanisms. The dimension of trust that is influenced by
security is institution-based trust. An increase in perception
of security plays a positive role in the development of this
component of trust. These relationships define the
relationship between trust and security in the e-banking
industry. A survey conducted in the Dhanbad areas provided
both reliable and valid data, which could be further analyzed
using confirmatory factor analysis. The results of this
analysis indicate that security mechanisms have a significant
impact on the user's perception of security. Privacy,
authentication, authorization, and availability mechanisms
were found to contribute the most to the development of their
perception components and, in turn, to the overall perception
of security. This indicates that users have a high level of
awareness about the security mechanisms of banking
websites. Thus, these mechanisms play an important and
meaningful role in developing the perception of security.
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On examining the relationship between perception of security
and trust, it was found that perceived security had no
significant impact on trust. This result shows that indicators
of security mechanisms had a high impact on perception of
security, but the perception developed by them did not play a
significant role in developing trust. On studying all the
individual components of perceived security, it was observed
that the perception of privacy had a significant positive
impact on trust. Thus, developing this component of
perception would help in consumer trust-building efforts for
online banking.

Mobile Banks have witnessed a transformation from a mere
commercial entity to a proactive and professional entity. This
transformation has been largely due to liberalization and
economic reforms, which allowed banks to explore new
business opportunities rather than borrowing and generating
revenue from traditional sources. Banks are now providing
innovative and attractive technology-based multi-channel
services online. Passwords hold immense importance in
today's world. We tend to remember a lot of passwords, but
forgetting one password can be a huge problem. PNB,
Associated, and Associated Banks provide offline document
generation facilities, but in the case of Associated Bank, the
facility to generate new documents is available at the branch.
Offline password generation is a great facility, but it may
have security concerns. If any person hacks the online
network portal from time to time, it always poses a risk. In
such a case, any other person can access the online or offline
portal in the absence of the actual customer. Banks have
introduced the facility of password generation, where the user
can log in to the online portal after a specified time. This
facility is available on the online portal for all identity cards.

Objectives Of The Study:

1. Study the current status of Bank-wise classification.

2. To test and compare the pre-login and post-login
security and security framework of the offline metrics
portal of digital signatures.

Review of literature:

Sarel and Mamorstein (2023), Mobile banking offers
benefits to both banks and their customers. From the banks'
perspective, e-banking has enabled banks to reduce
operational costs through a reduction in required physical
facilities and staffing resources, reduced waiting times in
branches for e-banking services in relation to non-executed
retail payments, resulting in a potential increase in sales
performance and a larger global reach.
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Singhal and Padmanabhan (2024) It has present an
optimistic view about the future of internet banking in
India. Hence, banks are investing heavily in infrastructure
to conduct internet banking activities. Internet banking,
also known as online banking, is the new-age banking
system. Internet banking uses the internet as a delivery
medium for banking activities such as funds transfer,
paying bills, viewing account statements, making mortgage
payments, and purchasing financial certificates of deposit.

Kumar Ramchandra (2025), It has presents an optimistic
view about the future of internet banking in India.
Therefore, banks are investing heavily in infrastructure to
conduct internet banking activities. Intranet banking, also
known as online banking, is the new-age banking system.
Intranet is used as a delivery medium for banking activities
such as money transfer, paying bills, viewing account
statements, mortgage payments, and purchasing financial
letters of deposit.

Security And Privacy Issues In Internet Banking:

Internet banking is becoming popular among bank
customers, but still, many customers are hesitant to adopt
it. There could be many reasons for this, but security and
privacy have been reported as the biggest barriers in most
studies. Therefore, this part of the study analyzes the
security and privacy issues related to the use of internet
banking. The respondents were asked questions about the
adoption of internet banking, its frequency, and purpose. In
addition, the level of concern and satisfaction of the
respondents regarding the use of internet banking was also
measured.

Present Scenario of E-Banking in India:

The development of e-banking has fundamentally changed
the way banks have traditionally done their business and the
way consumers carry out their banking activities. Today, e-
banking has experienced unprecedented growth and has
become one of the main routes for banks to deliver their
products and services. Electronic banking is defined as the
automated delivery of new and traditional banking products
and services directly to customers through electronic,
interactive communication channels. E-banking includes
systems that enable a financial institution's customers,
individuals, or businesses to access accounts, conduct
business, or obtain information on financial products and
services through public or private networks, including the
Internet.

Security And Privacy Issues In E-Banking:
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Banking and Financial Regulatory Environment Over the
past decade, a significant change has been witnessed in the
way banking and financial organizations transact and
provide products and services to their customers. The main
reason for this change is primarily attributed to the
application of information and technology in the core
functions of the business. The extensive use of information
technology by banks has put pressure on them to ensure the
confidentiality and integrity of information to maintain a
competitive edge, cash flow, profitability, legal compliance,
and business image. However, information systems and
networks of banking organizations are facing security
threats from many sources, including computer-aided fraud,
espionage, sabotage, vandalism, etc. Attacks such as
computer viruses, computer hacking, and denial of service
are becoming more common, more ambitious, and
increasingly sophisticated in the network environment. The
ever-increasing dependence of organizations on information
systems has made them more vulnerable to such security
threats.

This has made it mandatory for every bank to implement
adequate security controls to ensure access to data for all
authorised users, keep data inaccessible to all unauthorised
users, maintain data integrity, and implement safeguards
against all security threats to ensure the security of
information and information systems across the organisation.
The above chapter presents an overview of security and
privacy risks in mobile banking services and discusses the
regulatory environment relating to security and privacy of e-
banking.

Respondents' Awareness of e-banking Services:

Awareness of Respondents about e-Banking Services through
Mobile Banking. At present, all the commercial banks are
providing most of the e-banking services. They spend a huge
amount on infrastructure and other ICT (Information and
Communication Technology). The first step to the adoption
of these services is awareness of these services. Thus,
awareness about e-banking services plays a vital role in the
adoption of these services. In this background, to understand
the level of awareness of the respondents about e-banking
services, they were asked to indicate their awareness of any
one of the services. And ATM, Internet Banking, Mobile
Banking, and Phone Banking. The responses of the
respondents in this regard are reported.

Respondents’ Awareness of E-Banking Services.
(Bank-wise classification)
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E-banking Public Sector Banks Private Sector Total
Services Banks

SBI PNB ICICI | HDFC
ATM 42 46 40 46 174
Internet 38 32 39 32 141
Banking
Mobile Banking 25 19 59 48 151
Phone Banking 23 27 26 28 104
N 128 124 126 154 570

Source: Primarv data
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Conclusion:

By way of conclusion, | would like to say that the Indian
banking system has come a long way since independence
from nationalization to liberalization. It has seen a
transformation from a slow-moving business entity to a
highly active and dynamic institution. This transformation
has been largely due to liberalization and economic reforms,
which allowed banks to explore new business opportunities
rather than generating revenue from traditional sources of
borrowing and lending. And these financial reforms
introduced in the early 1970s in Dhanbad district brought a
completely new operating environment for banks. Banks are
now providing innovative and attractive technology-based
multi-channel services. To select some banks in this district
based on their symbolic status. In today's online world, the
importance of passwords is very high. We have to remember
a lot of passwords, but forgetting a password can be a big
problem. PNB, HDFC, and ICICI banks provide the facility
of generating passwords online, but in the case of SBI bank,
one has to go to the branch to request a new password. From
a convenience point of view, generating passwords online is
a great feature, but it may have security concerns. There is
always a risk if someone ignores the online banking portal
while logging in. In such a case, someone else can use the
online banking portal in the absence of the genuine customer.
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